
2Way Systems' Individuals' Rights
Policy

This policy forms part of our Data Protection and Information Security Policies
(the "Policies"). Any defined terms used in this Policy that are not defined in this
document may be defined in our General Data Protection Policy, and data users
should read the General Data Protection Policy before reading this Policy.

This Policy applies to the exercise of individuals’ rights under Data Protection Law in relation to
information that we hold or otherwise process about them.

General
1. Under Data Protection Law, individuals may exercise any of the following by notifying us of

their wish to do so:

a. The right to ask us not to process their personal data for direct marketing purposes, even if
they have given consent;

b. If our processing is based on their consent, the right to withdraw any consent they may have
given for our processing of their data – if they exercise this right, we will be required to stop
such processing if consent is the sole lawful ground on which we are processing that data;

c. The right to ask us for access to the data we hold about them;

d. The right to ask us to rectify any data that we hold about them that is inaccurate or
incomplete;

e. The right to ask us to delete their data in certain circumstances (also known as the right to
be forgotten);

f. The right to ask us to restrict our processing of their data in certain circumstances;

g. The right to object to our processing of their data in certain circumstances;

h. In certain circumstances, the right to require us to give them the data we hold about them in
a structured, commonly used and machine-readable format so that they can provide the
data to another data controller (also known as the right to portability).

2. Further details in relation to the exercise of some of the above rights are set out below. Any
request to exercise an individual’s rights must be made in writing (including via email, letter,
fax, or some other messaging format).

3. If we receive a request to exercise any individual’s rights other than in writing (for example
over the phone or in person) we must ask the applicant to put the request in writing so that
there is a clear written record of the request.

4. As soon as any request to exercise rights is received, the staff member receiving it should pass it
on immediately to the DPM.

5. The DPM will then respond to the individual making the request as soon as reasonably

1



practicable, and seek any further information necessary to enable us properly and lawfully to
fulfil the request. In particular, but without limitation, the DPM should take appropriate steps to
verify the identity of the person making the request before fulfilling it, and to ensure that the
precise nature of the request is properly understood.

6. In general, we are required to fulfil any request by an individual as soon as we are reasonably
able, and in any event within one month of receiving the request.

7. All staff are required to give the Data Protection Manager such assistance as he/she may request
in fulfilling any individual’s request to exercise their data protection rights.

8. The guidance set out in this Policy, and must be considered by the Data Protection Manager in
determining how and when to respond to any request by an individual to exercise his or her
rights under Data Protection Law.

Privacy Notice
Further details of individuals’ rights from the individuals’ perspective, and how they may exercise
them are set out in our Privacy Notice.

Subject access requests
1. Data Protection Law gives data subjects the right to access information held about them, free of

charge by submitting a “subject access request”. However, a reasonable fee can be charged
where a request is unfounded, excessive or repetitive.

2. If we decide that there are legitimate reasons not to fulfil a request (for example because we do
not hold any data of the sort requested, or because it is exempt from disclosure for a reason
specified in Data Protection Law), we must notify the individual making the request without
delay and in any event within one month of receipt of the request of our decision and of their
entitlement to complain to the ICO.

3. The period for compliance with a subject access request can be extended from one month by a
further two months where requests are complex or numerous, subject to notifying the data
subject.

4. The subject access right includes a right to obtain a copy of personal data held about the data
subject. However, this does not apply where fulfilment of the request would adversely affect the
rights and freedoms of others. Accordingly, where providing copies of information in response
to a subject access request would be likely to prejudice the interests of another person (for
example someone involved in a claim), we may withhold that information. Guidance should
always be sought from the Data Protection Manager in relation to the exercise of this discretion.

Right to object
1. Individuals have the right to object to:

a. processing where the legal ground for processing is the ‘legitimate interests’ ground;

b. processing for direct marketing purposes; and
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c. processing for scientific or historical research purposes or statistical purposes.

2. Such rights to object are subject to a number of qualifications, including where the data is being
processed for the establishment, exercise or defence of legal claims, and any request to exercise
this right should be passed immediately to the Data Protection Manager for consideration.

3. To the extent that our processing falls within any of the above categories we must provide an
easy method for submission of objections to such processing, and cease such processing on
request unless it can be demonstrated that there is a compelling legitimate ground for such
processing that overrides the interests, rights and freedoms of the individual or the processing
is for the establishment, exercise or defence of legal claims.

Right against automated decision-making
1. Data subjects have a right not to be subject to decision(s) when such decision is based on

automated processing, and it produces a legal effect or similarly significant effect on the
individual. They are entitled to obtain human intervention, to express their point of view and to
obtain an explanation of and to challenge any such decision.

2. This right does not apply to automated decisions if the decision:

a. is necessary for entering into or performance of a contract between us and the individual,

b. is authorised by law (for example for the purposes of fraud or tax evasion prevention; or

c. is based on explicit consent.

3. We do not currently make decisions based on personal data on an automated basis.

Right to restrict processing
1. Data subjects may require processing to be restricted in the following circumstances:-

a. where the data subject has objected to the processing where it was necessary for the
purposes of our legitimate interests, and it is being considered whether our legitimate
interest grounds override those of the individual;

b. where the data subject has challenged the accuracy of the personal data concerned, and we
are (for a reasonable period only) verifying whether that challenge is valid;

c. where processing is unlawful and the data subject opposes erasure and requests restriction
instead;

d. where we no longer need the personal data, but the data subject requires us to keep the data
to establish, exercise or defend a legal claim.

2. In the event of a restriction being applied, we may only process the relevant data:

a. to the extent necessary for storage,

b. with the consent of the data subject,

c. for the establishment, exercise or defence of legal claims,

d. for the protection of the rights of another person; or

e. for reasons of important public interest.
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Accordingly, the Data Protection Manager must be consulted in the event that a request is
made to exercise this right.

3. Any third party to whom we have disclosed the data to which a restriction is applied must be
informed of any restriction on processing of personal data unless it is impossible or involves
disproportionate effort to do so and individuals must also be informed when restrictions on
processing have been removed.

4. Any restriction on processing cannot be lifted without first informing the data subject
concerned.

Right to portability
1. Data subjects have the right to data portability in respect of personal data provided by them to

us as data controller, where our processing of it is carried out by automated means and is
either:

a. for the performance of a contract; or

b. based on the individual’s consent.

2. We will provide such information to data subjects free of charge without undue delay and, in
any event, within one month. In the event that numerous requests are received or a request is
complex, this may be extended to two months.

3. We may resist the application of this right to the extent that it would adversely affect the rights
and freedoms of others. Accordingly, the Data Protection Manager must be consulted in the
event that a request is made to exercise this right.

Right to rectification
1. Data subjects have a right to have personal data rectified or completed if it is inaccurate or

incomplete and upon a request for rectification we shall provide a response within one month
of such request. Responses may be extended by two months in the event that the request(s) are
numerous or complex.

2. Individuals must be informed of the rectification once it has been carried out, and of third
parties to whom affected data has been disclosed if appropriate.

Right to deletion (also known as the right to
be forgotten)
1. Data subjects have the right to request the deletion or removal of personal data where there is

no compelling reason for its continued processing and in the following circumstances:-

a. personal data is no longer necessary in relation to the purpose for which it was originally
collected / processed;

b. the data subject’s consent to its processing is withdrawn if that is the sole ground on which
we rely for the processing;
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c. the data subject objects to processing and there is no overriding legitimate interest for
continued processing (this will require particularly careful consideration of the
circumstances and current legal thinking);

d. personal data was unlawfully processed (i.e. in breach of Data Protection Law);

e. personal data has to be erased in order to comply with a legal obligation;

f. personal data is processed in relation to the offer of information society services to a child.

2. We have the right to refuse to comply with a request for erasure where personal data is
processed for various purposes including:-

a. to exercise freedom of expression and information;

b. to comply with a legal obligation for the performance of a public interest task or exercise of
official authority; or

c. for the establishment, exercise or defence of legal claim.

Accordingly, the DPM must be consulted in the event that a request is made to exercise this right.

Data processors
Where any of the above rights are exercised, we must liaise with any third parties who are
processing personal data on our behalf to ensure that they also do whatever is necessary to ensure
overall compliance with the relevant requirements.

Questions
Any questions or concerns about this Policy or its application should be addressed to the DPM.

Effective Date
Version 0.1
Effective from 1 September 2020
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